CHAPTER II: Ethical and Legal
Obligations of Lawyers to Consider
Cybersecurity

T

his chapter illustrates why those involved in legal work should care
about the cyberthreats discussed in the previous chapter. The
damages, both pecuniary and reputational, that cybersecurity
breaches can lead to will be discussed along with the professional obligations
and privacy statutes that could be breached by the careless handling of data.
An appendix of privacy legislation that builds upon this chapter’s contents
is located at the end of this monograph.

I. INTRODUCTION
Lawyers should be concerned about the security of their electronic
data. Lapses in judgment concerning cybersecurity, or the failure to adhere
to certain IT best practices, can result in considerable embarrassment and
pecuniary losses for the exposed party. In 2016, a number of well -known
examples of such IT failings became prominent features of the U.S.
presidential elections. In July 2016, the Democratic National Committee
had their emails stolen by an unknown party 81 and released by WikiLeaks,
causing considerable embarrassment for the party and resulting in the
resignation of their Chairperson.82 That same summer, the Democratic Party
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nominee for President, Hilary Clinton, embroiled herself in controversy over
the use of a private email while she was Secretary of State,83 and was verbally
rebuked by the head of the FBI over the “extremely careless” use of private
email.84 Other prominent examples of such IT failings come from the world
of business, including an incident that came to light in December of 2014
when news broke that Sony Pictures Entertainment’s computer network had
been compromised.85 Amongst the leaked stolen data were compromising
emails sent between Sony’s executives. This leak led to the resignation of the
company’s top film executive.86 Several Sony films were also released onto
<http://www.nytimes.com/2016/07/23/us/politics/dnc-emails-sandersclinton.html?action=click&contentCollection=Politics&module=RelatedCoverage&reg
ion=Marginalia&pgtype=article> [perma.cc/KS9U-EGU7]; Jonathan Martin & Alan
Rappeport, “Debbie Wasserman Schultz to Resign D.N.C. Post” (24 July 2016), online:
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the internet prior to their theatrical release, potentially costing the company
millions in lost ticket sales.87
For the practicing attorney, the loss of money, intellectual property
and reputation can be devastating to a practice. However, legal practitioners
need to be aware that failures in IT security practices can result in other
negative consequences for their practice; it is these negative consequences
that concern this chapter. This chapter will argue that, as lawyers, both our
ethical obligations and various privacy statutes compel us to at least consider
the IT security implications of our use of technology and engage in some
basal level of cyber protection, and that the failure to do so can result in
professional discipline or substantial fines. This chapter is divided into two
parts: the first concerns the professional obligations, or legal ethics that
govern the practice of law in Canada and argues that our legal ethics and
professional obligations compel lawyers to seriously consider IT security
practices when serving our clients. The second part of this chapter will
discuss the scope and applicability of various legislative privacy regimes
throughout Canada. While these regimes are in no way uniquely applicable
to lawyers, it is by virtue of the information legal practitioners come to hold
during the ordinary course of a legal practice that will likely bring lawyers
and law firms within the scope of these laws.

II. PROFESSIONAL OBLIGATIONS
The legal profession in Canada is governed by provincial and
territorial law societies that serve as both the licensing and disciplinary
authorities for our profession. The codes of conduct and practice directives
set by these bodies regulate the practice of law within Canada, and these
documents codify lawyers’ professional obligations to their clients. While
each of the provincial and territorial jurisdictions in Canada have their
corresponding law society or barreau and code of conduct, there is
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considerable overlap in terms of the content of most of these codes due to
the general acceptance of the Federation of Law Societies of Canada’s Model
Code of Professional Conduct.88 As such, in this section, the Model Code
will serve as an organizing template.
The Model Code does not impose specific obligations upon lawyers
related to their use of IT generally or their treatment of electronic data, nor
are there any specific requirements imposed upon lawyers to adopt a de
minimis level of cybersecurity best practices. In fact, the Model Code only
specifically mentions the word “computers” once in its text and this reference
is found not in the code itself, but rather in the explanatory commentary
that accompanies section 3.6-3. Section 3.6-3 concerns statements of account
delivered to clients. Commentary [1] makes reference to “computer costs” as
an “Other Charge” which may be itemized when presenting a client with an
invoice.
Sections 6.1-5 and 6.1-6 of the Model Code outline
recommendations concerning the “Electronic Registration of Documents,” 89
which require lawyers, and their employees, who have “personalized
encrypted electronic access to any system for the electronic submission or
registration of documents” 90 to not share their password or permit others
with said access. However, these sections focus upon a very specific subset of
technology usage, and while reflecting certain IT best practices (i.e. not
sharing passwords, not sharing access), the Model Code is limited in its
application to the electronic registration of documents.
Of course, as was argued in the previous chapter, the practice of law
(and of almost every other profession) has been revolutionized by the
development of information technology in the last several decades, and the
near constant use of computers and smartphones is now considered the
norm within our industry. While the Model Code lacks specific reference to
information technology and cybersecurity, it would be foolish to assume that
the changes in the practice of law did not bring about corresponding changes
in our professional obligations to clients. Rather, as will be argued below,
certain existing provisions of the Model Code appear to impose minimum
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standards on lawyers with regard to their use of information technology. 91 A
number of specific, and hopefully familiar, duties lawyers owe to their clients
and how these duties can, and likely do, impose obligations related to
cybersecurity upon lawyers will be discussed. This section is, to some degree,
speculative, as there exists very little in the way of practice directives and
disciplinary decisions that specifically envision these provisions of the Model
Code to be as expansive as we argue below; however, where available, we have
offered opinions from other reputable authorities to buttress arguments
made.

A. Duty of Competence and Quality of Service
Amongst the foremost professional responsibilities entrusted to
lawyers upon being called to the bar is the duty to provide competent service
to our clients. This ethical duty is conceptually distinct from
malpractice/negligence,92 as the latter potentially attracts tortious liability
while the former attracts disciplinary action on the part of the jurisdiction’s
law society.93 While there have been “very few cases where lawyers have been
disciplined by a law society for incompetence,”94 this duty still compels
lawyers to uphold a basic level of professional competence with regard to the
service that they provide to their clients.
In the Model Code, competency and quality of service are dealt with
in two separate sections. Section 3.1-2 of the Model Code provides the
foundation for the duty to provide competent service. It reads: “[a] lawyer
must perform all legal services undertaken on a client’s behalf to the standard
of a competent lawyer” 95; “competent lawyer” is a term defined earlier the
Model Code, and amongst the many qualities that a “competent lawyer”
should possess is that they must “[adapt] to changing professional
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requirements, standards, techniques and practices.” 96 The Model Code’s
subsection concerning quality of service follows, and contains nine
subsections; the first of which is pertinent. Section 3.2-1 reads: “[a] lawyer
has a duty to provide courteous, thorough and prompt service to clients. The
quality of service required of a lawyer is service that is competent, timely,
conscientious, diligent, efficient and civil.” 97 The commentary expanding
upon this section of the code provides examples of “expected practices” with
regard to standards in practice, including that a lawyer is expected to
maintain “office staff, facilities and equipment adequate to the lawyer’s
practice.” 98
Although sections 3.1-2 and 3.2-1 do not specifically mention
technological best practices or cybersecurity, dismissing the applicability of
the duties to this topic would be unwise. Scholars have noted that the duties
of competence and quality of service concern more than just the knowledge
of the law. Gavin MacKenzie has argued that “[c]ompetence in the context
of these duties [duty to be competent, and duty to serve clients] … means
more than formal qualification to practice law, and involves more than an
understanding of legal principles.” 99 Additionally, if we look at other sources
for context and guidance for this duty, it becomes apparent that failure to
keep abreast of technology in the practice of law clearly impacts a lawyer’s
ability to provide competent service. Three examples of how this duty is
interpreted by sources external to the Model Code support this argument.
First, chapter II of the now-defunct CBA code of professional
conduct100 contained rules that were similar to the Model Code’s duties of
competence and quality of service. These rules were:
1. The lawyer owes the client a duty to be competent to perform any
legal service undertaken on the client’s behalf.
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2. The lawyer should serve the client in a conscientious, diligent and
efficient manner so as to provide a quality of service at least equal to
that which lawyers generally would expect of a competent lawyer in
a like situation.101
While the CBA rules were phrased slightly differently than the
provisions of the Model Code reviewed earlier, there are a number of central
common elements in these two sets of rules, including the requirements to
serve clients at the standard of a competent lawyer while being conscientious,
diligent and efficient. The CBA’s commentary on its rules makes an
important point about maintaining competency with the advancement of
technology. Paragraph four in the commentary accompanying the CBA rules
reads:
Competence involves more than an understanding of legal
principles; it involves an adequate knowledge of the practice and procedures
by which those principles can be effectively applied. To accomplish this, the
lawyer should keep abreast of developments in all areas in which the lawyer
practices. The lawyer should also develop and maintain a facility with advances
in technology in areas in which the lawyer practices to maintain a level of competence
that meets the standard reasonably expected of lawyers in similar practices
circumstances.102
As stated in the emphasized text above, the CBA rules concerning
competence and quality of service envisioned keeping pace with
technological changes to be part of a lawyer’s duty of competence.
The second source to which we turn is the American Bar
Association’s (ABA) Model Rules of Professional Conduct. Rule 1.1 of that
code concerns competence and reads:
A lawyer shall provide competent representation to a client.
Competent representation requires the legal knowledge, skill, thoroughness
and preparation reasonably necessary for the representation.103
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As with the CBA rules referenced above, the ABA’s Model Rules
contemplates keeping abreast of technological changes as part of the duty of
competence. The commentary accompanying Rule 1.1 states:
To maintain the requisite knowledge and skill, a lawyer should keep
abreast of changes in the law and its practice, including the benefits and risks
associated with relevant technology.104
In their cybersecurity handbook published by the ABA, Jill D.
Rhodes and Vincent I. Polley refer to the opinion of the State Bar of Arizona
to expand upon this commentary. In this opinion, it was held that:
An attorney or law firm is obligated to take reasonable and
competent steps to assure that the client’s electronic information is not lost
or destroyed. In order to do that, an attorney must either have the
competence to evaluate the nature of the potential threat to the client’s
electronic files and to evaluate and deploy appropriate computer hardware
and software to accomplish that end, or if the attorney lacks or cannot
reasonably obtain that competence, to retain an expert consultant who does
have such competence.105
Upon reviewing this opinion, Rhodes and Polley and others, argue
that the American duty of competence lawyers owe to clients requires a
“continued vigilance and learning as technology advances.” 106
The third and final source to which we turn is an opinion from the
Law Society of Manitoba. In 2012, the Technology Committee of the Law
Society of Manitoba published a report concerning, amongst other matters,
the use of technology in the legal practice in Manitoba. The report made a
number of recommendations to the Benchers, including the publication of
practice directives concerning proper use of technology; this section began:
The committee was of the view that although it is every lawyer’s own
obligation to be competent in utilizing the level of technology he or she
chooses to employ, it would be beneficial for the Law Society to provide
guidelines/advice/standards/best practice examples to give lawyers some
104
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direction on what must be done to properly protect electronic data and
information.107
In summary, the duty to be competent and the duty to provide
quality service likely impose upon lawyers a minimum requirement to be
competent with regard to the technology they utilize in the service of their
clients.

B. Duty of Confidence
The lawyer’s duty to maintain the confidentiality of their clients’
affairs is a defining feature 108 or central tenet109 of our field’s professional
ethics. In Canada (Attorney General) v- Federation of Law Societies of Canada,
Justice Cromwell began his majority opinion by rightly stating that “[l]awyers
must keep their clients’ confidences and act with commitment to serving and
protecting their clients’ legitimate interests. Both of these duties are essential
to the due administration of justice.” 110 The rationale for why this duty to
keep confidences is “essential to the due administration of justice” should be
well known to graduates of Canadian law schools and bar admission courses.
It is similar to the reasoning underlying solicitor-client privilege; namely, that
in order for a lawyer to provide competent service and accurate legal advice,
the lawyer must be abreast of all of the necessary facts of the case. Securities
afforded both by the duty of confidentiality and solicitor-client privilege seek
to facilitate such an honest and open transmission of information from
client to attorney. Such legal reasoning has roots in the common law dating
to before Confederation, and was accepted by Canadian courts as early as
1876 in Anderson v Bank of British Columbia:
litigation can only be properly conducted by professional men, it is
absolutely necessary that a man, in order to prosecute his rights or to defend
himself from an improper claim, should have recourse to the assistance of
107
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professional lawyers . . . that he should be able to place unrestricted and
unbounded confidence in the professional agent, and that the
communications he so makes to him should be kept secret, unless with his
consent (for it is his privilege, and not the privilege of the confidential agent),
that he should be enabled properly to conduct his litigation.111
Justice Cory adopted the above passage in the Supreme Court’s 1999
decision concerning solicitor-client privilege, Smith v Jones. Of course,
solicitor-client privilege and the duty to retain confidentiality are not the
same thing,112 despite having a similar underlying rationale.113 Solicitor-client
privilege is a rule of evidence, disallowing conversations between a lawyer
and client for the purpose of securing legal advice from being entered into
evidence.114 The duty of confidentiality is much broader than the privilege,
protecting all information concerning a client’s affairs which a lawyer may
acquire from all sources (i.e., not just the client).115
The ethical duty to maintain confidences can be found in two
specific entries in the Model Code. The first is found in section 3.3-1, and
reads:
A lawyer at all times must hold in strict confidence all information
concerning the business and affairs of a client acquired in the course of the
professional relationship and must not divulge any such information unless:
a) expressly or impliedly authorized by the client;
b) required by law or a court to do so;
c) required to deliver the information to the Law Society; or

111
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d) otherwise permitted by this rule.116
Additionally, section 3.3-2 prevents the use or disclosure of said
information:
A lawyer must not use or disclose a client’s or former client’s
confidential information to the disadvantage of the client or former client,
or for the benefit of the lawyer or a third person without the consent of the
client or former client.117
The commentary that accompanies the Model Code expands upon
the scope of this duty, indicating that the duty can arise with regard to
information shared informally118 and that the duty “survives the professional
relationship and continues indefinitely.” 119 Additionally, the commentary on
the Code indirectly warns against the inadvertent disclosure of confidential
information.120
The Model Code does not have any specific mention of IT security
or the protection of digital forms of data in its text. Yet, the duty to retain
confidence and protect information shared by a client must require some
basic level of cybersecurity vigilance on the part of the attorney. This
argument can be advanced in two steps. First, it is the information itself that
is protected, and this protection is owed irrespective of the medium of
storage. Second, as mentioned above, the Model Code’s commentary warns
against inadvertent disclosure, which suggests that this duty encompasses not
only prohibiting the active breaking of confidences by the lawyer, but also
that there exists a minimum level of vigilance owed by the lawyer to protect
the information itself. If that is the case, then how is failing to protect client
information stored upon a computer any different than failing to protect it
when it is stored on paper? A lawyer’s duty to ensure that confidential papers
116
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are not exposed to the public logically extends to ensure that electronic forms
of that same information be protected. It is the information itself that is
protected, not the medium in which it is stored. Other professional legal
associations have understood the underlying logic of this argument and
cautioned about ignoring cybersecurity protections. Below is a list of
opinions concerning the applicability of the duty of confidence to the use of
technology by various Canadian legal regulatory bodies.
Federation of Law Societies of Canada
As early as 1999, the Federation of Law Societies took the position
that lawyers “using electronic means of communication must ensure that
communications with or about a client reflect the same care and concern for
matters of privilege and confidentiality normally expected of a lawyer using
any other form of communication.”121
Canadian Bar Association
In 2008, the Canadian Bar Association’s Ethics and Professional
Responsibility Committee published a supplement to the now defunct CBA
Code of Professional Conduct,122 that stated that the rules regarding
confidentiality applied:
“to all forms of communication, including electronic
communication using new information technologies. Lawyers must display
the same care and concern for confidential matters regardless of the
information technology being used. Lawyers must ensure that electronic
communications with or about a client are secure and not accessible to
unauthorized individuals. When communicating confidential information
to or about a client, lawyers should employ reasonably appropriate means to
minimize the risk of disclosure or interception of the information.”123
The CBA’s Ethics and Professional Responsibility Committee has
acknowledged that while the present rules of professional conduct within the
Federation of Law Societies of Canada’s Model Code do not offer “specific
121
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guidance” regarding cybersecurity, “[c]onfidentiality may be at risk when
using technologies, including, e-mail, mobile devices, remote access, online
storage of information (e.g. cloud-based services) and social media.” 124
The Law Society of Upper Canada
The Law Society of Upper Canada has published a “Technology
Practice Management Guideline,” which provides practitioners with
guidance regarding the use of technology in the practice of law. While “not
intended to replace a lawyer’s professional judgment or to establish a onesize-fits-all approach to the practice of law,” 125 the document does advise that
lawyers “using electronic means of communications shall ensure that they
comply with the legal requirements of confidentiality or privilege.” 126
Additionally, the document provides guidance regarding important
cybersecurity topics such as the discussion of technological risks with clients,
use of firewalls and security software, encryption, and the use of cloud
services.127
The Law Society of Manitoba
The previously mentioned 2012 report published by the Technology
Committee of the Law Society of Manitoba specifically discussed the
applicability of the jurisdiction’s code of professional conduct to
communications made using electronic media.128 The Report found that:
the Code of Professional Conduct applies to e-mails, text messages,
data stored ‘in the cloud’ and Facebook as much as it applies to paper files
and faxes, a traditional brick and mortar law office or a lawyer’s conversation
at a cocktail party. The principles of client confidentiality and privacy do not
change. The only thing that changes is the way in which the information that
must be protected is stored and transmitted. The committee recommended
that lawyers be made aware that the Code applies to cyberspace and
technology.129
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In summary, while the model code does not make specific mention
of IT best practices and cybersecurity in its text, it must be logically inferred
that the duty of confidence requires lawyers to consider some base level of
cyberprotection when handling clients’ confidential information. Indeed,
numerous Canadian law societies and professional organizations have
adopted this position.

C. Duty to Protect a Client’s Property
The duty to protect a client’s property is closely related to the duty
to retain confidences discussed above. The Model Code’s commentary on
this rule makes this point, saying that the two duties “are closely related.” 130
As such, this section will not spend a great deal of time discussing this rule
in depth. Overall, the failure to implement appropriate IT security safeguards
would likely run afoul of this rule as well.
The rule requiring lawyers to protect their clients’ property is found
in section 3.5-2 of the Model Code, and reads:
A lawyer must:
a) care for a client’s property as a careful and prudent owner would when
dealing with like property; and
b) observe all relevant rules and law about the preservation of a client’s
property entrusted to a lawyer.131
The Code defines property rather broadly, stating that property
includes:
a client’s money, securities as defined in [provincial legislation],
original documents such as wills, title deeds, minute books, licences,
certificates and the like, and all other papers such as client’s correspondence,
files, reports, invoices and other such documents, as well as personal property
including precious and semi-precious metals, jewellery and the like.132

130

Model Code, supra note 88, s 3.5-2[2] states: “These duties are closely related to those
regarding confidential information. A lawyer is responsible for maintaining the safety
and confidentiality of the files of the client in the possession of the lawyer and should
take all reasonable steps to ensure the privacy and safekeeping of a client’s confidential
information. A lawyer should keep the client’s papers and other property out of sight as
well as out of reach of those not entitled to see them.”

131

Model Code, supra note 88, s 3.5-2.

132

Ibid, s 3.5-1 [emphasis added].
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With this definition in mind, it becomes clear that all manner of
digital documents, produced during the ordinary course of work on a file,
would clearly fall under the scope of this rule. As such, lawyers owe their
clients a duty to care for electronic files as if they were a “careful and prudent
owner,” a standard that, based on the arguments advanced in the previous
chapter, would clearly require some form of IT security planning.

D. Conclusion
The Model Code of Professional Conduct does not explicitly discuss
cybersecurity and IT best practices. However, it can be logically inferred that
the Model Code’s duties of competence, confidentiality and to protect
clients’ property require lawyers to protect their clients’ interests by having a
basic understanding of the risks inherent in the technology they use and
attempting to mitigate those risks. As was demonstrated above, a number of
prominent legal organizations in Canada have issued guidance to that effect.
While these ethical obligations are of course central to our profession, they
are not the only source of normative guidance that compels lawyers to
consider the cybersecurity implications of their practice. Privacy statutes, at
both the federal and provincial levels, impose a number of obligations upon
lawyers regarding the handling of information, and it is to these statutes that
we now turn.

III. PRIVACY LEGISLATION IN CANADA
Lawyers and law firms, by virtue of the types of data that they come
to possess during the course of ordinary practice, are likely to fall under the
purview of various federal and provincial/territorial statutes concerning
privacy. These statutes may impose duties upon, and give rise to liabilities
for, practicing lawyers with regard to their handling of data and their
cybersecurity practices, and as such, must be taken into account when the
cybersecurity needs of a law practice are being considered. This section will
look at a few of the key statutes that govern this area of law, with special
attention paid to instances where legal obligations may arise for practising
lawyers. The most comprehensive of these statutes is the federal Personal
Information Protection and Electronic Documents Act 133 (PIPEDA).
133

Personal Information Protection and Electronic Documents Act, SC 2000, c 5
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Electronic

PIPEDA came into effect in 2001 and has been updated frequently
since.134 This work will not discuss the PIPEDA regime in its entirety, but
rather, it will endeavour to provide a brief overview of the Act’s scope,
requirements and remedial structures. This information will be provided so
the reader can appreciate both the likelihood that ordinary legal work may
fall under the scope of the Act and the potential consequences of failing to
comply with this regime.
One of the remarkable features of PIPEDA is the scope of the Act
itself, specifically Part 1. By using the federal trade and commerce power,135
this legislation regulates not only federal works and undertakings, but also
undertakings that occur wholly within provinces without legislation deemed
to be “substantially similar” to PIPEDA.136
The Act itself states that Part 1 of PIPEDA is applicable to: Every
organization in respect of personal information that:
a) the organization collects, uses or discloses in the course of
commercial activities; or
b) is about an employee of, or an applicant for employment with, the
organization and that the organization collects, uses or discloses in

[PIPEDA].
134

PIPEDA was amended as recently as 2015, with the enactment of the Digital Privacy Act,
SC 2015, c 32 [Digital Privacy Act].

135

Constitution Act, 1867 (UK), 30 & 31 Vict, c 3, s 91(2), reprinted in RSC 1985,
Appendix II, No 5; Barbara McIsaac, Rick Shields & Kris Klein, The Law of Privacy in
Canada (Toronto, ON: Carswell, 2012) at 1.3.3 argue that this “more controversial
general branch of the trade and commerce power… allows the federal government to
regulate matters affecting the country as a whole.”

136

PIPEDA, supra note 133, s 26(2)(b) states: “(2) The Governor in Council may, by order
… (b) if satisfied that legislation of a province that is substantially similar to this Part
applies to an organization, a class of organizations, an activity or a class of activities,
exempt the organization, activity or class from the application of this Part in respect of
the collection, use or disclosure of personal information that occurs within that
province.” The specific jurisdictions which have “substantially similar” legislation will be
discussed below.
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connection with the operation of a federal work, undertaking or
business.137
There are, of course, limitations on PIPEDA’s scope, and one of
them is clear from the passage quoted above. Personal information (defined
below) held by an employer about an employee in a purely provincial
organization would not fall within the jurisdiction of the Act. Additionally,
the statute enumerates additional groups outside of its jurisdiction,
including government institutions governed by the federal Privacy Act, an
individual who collects or uses information exclusively for a personal or
domestic purpose and an organization who collects information for
exclusively journalistic, artistic or literary purposes.138
In their text concerning privacy law in Canada, McIsaac, Shields &
Klein summarize the scope of PIPEDA as such:
PIPEDA applies to the following:
• The collection, use and disclosure of personal information by
federal works and undertakings (e.g., banks, airlines, railways,
telecommunications companies) and by local works and
undertakings in provinces that do not have substantially similar
legislation;
• The collection, use and disclosure of personal information by
federal works and undertakings about employees.139
The purpose of PIPEDA, as stated in the Act, is:
to establish, in an era in which technology increasingly facilitates the
circulation and exchange of information, rules to govern the collection, use
and disclosure of personal information in a manner that recognizes the right
of privacy of individuals with respect to their personal information and the
need of organizations to collect, use or disclose personal information for
purposes that a reasonable person would consider appropriate in the
circumstances.140
Notably, the term “personal information” is key to the
interpretation and functioning of the Act and personal information is
137

Ibid, s 4(1)(a) & (b).

138

Ibid, s 4(2)(a-c).

139

McIsaac, Shields & Klein, supra note 135 at 1.3.3. Note: employee-employer information
not governed by federal works and undertakings is excluded from PIPEDA’s scope.

140

PIPEDA, supra note 133, s 3.

42

ASPER REVIEW

[VOL. XXI

defined broadly as “information about an identifiable individual.” 141 It is
beyond the scope of this work to provide a thorough accounting of the
jurisprudence regarding exactly what constitutes personal information, both
within the scope of PIPEDA, and in other federal legislation such as the
Privacy Act;142 instead this section will reference three sources to further
define this term. First, in 2011 the Ontario Court of Appeal considered the
meaning of personal information within the scope of PIPEDA and
commented that the definition provided by PIPEDA was “a very elastic
definition, and should be interpreted in that fashion to give effect to the
purpose of the Act.” 143 Second, returning again to McIsaac, Shields and
Klein’s text, after having consulted the jurisprudence concerning the term,
the authors defined personal information as such:
The key element in the definition of personal information is the
concept of identifiability. To constitute personal information, a data element
or compilation of data elements must be attributable to a specific
individual.144
Third, the Office of the Privacy Commissioner of Canada, in a guide
produced to assist organizations with meeting their obligations under
PIPEDA, defined personal information as including:
Any factual or subjective information, recorded or not, about an
identifiable individual. This includes information in any form, such as:
• Age, name, ID numbers, income, ethnic origin, or blood type;
• Opinions, evaluations, comments, social status, or disciplinary
actions; and
• Employee files, credit records, loan records, medical records,
existence of a dispute between a consumer and a merchant,
intentions (for example, to acquire goods or services, or change
jobs).145
141

Ibid, ats 2.

142

McIsaac, Shields & Klein, supra note 135 at 4.1.

143

Citi Cards Canada Inc v Pleasance Eyeglasses, 2011 ONCA 3 at para 22 [emphasis added].

144

McIsaac, Shields & Klein, supra note 135 at 4.1.1.

145

For what is not covered by PIPEDA, see “Summary of privacy laws in Canada” (1 January
2018),
online:
Office
of
the
Privacy
Commissioner
of
Canada
<https://www.priv.gc.ca/en/privacy-topics/privacy-lawsincanada/02_05_d_15/#heading-0-0-2-2-2> [perma.cc/GL77-ZSY2].
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It is apparent that the definition of personal information under the
PIPEDA legislative regime is expansive, and for our purposes, it is plain to
see that any number of documents, produced during the ordinary course of
a legal practice, would clearly fall within the scope of personal information
and would be subject to the obligations imposed by PIPEDA. It is to these
obligations that we now turn.
When considering the legal obligations imposed upon legal
practitioners by the PIPEDA regime, there are two provisions that warrant
the most attention. The first is section 5(1) of the Act, which requires
organizations to “comply with the obligations set out in Schedule 1” 146, to
which we shall return shortly. The second is the more general provision
found in section 5(3) of the Act, which imposes an obligation upon
organizations that handle personal information to act appropriately; this
section reads: “An organization may collect, use or disclose personal
information only for purposes that a reasonable person would consider are
appropriate in the circumstances.” 147 The Supreme Court of Canada said
this provision is “a guiding principle that underpins the interpretation of the
various provisions of PIPEDA.”148 In an earlier decision considering this part
of the Act, the Ontario Court of Appeal held that “Subsection 5(3) further
confirms reasonableness as the touchstone of permissible disclosure of
personal information under the Act.” 149 Accordingly, compliance with
PIPEDA generally requires organizations to consider their actions through
the lens of a reasonableness standard. The legal test for compliance with the
reasonableness standard found in section 5(3) of PIPEDA is a four-part test,
perhaps best summarized by Ontario Superior Court Justice Perell as:
a) Is the collection, use or disclosure of personal information necessary
to meet a specific need?;
b) Is the collection, use or disclosure of personal information likely to
be effective in meeting that need?;
c) Is the loss of privacy proportional to the benefit gained?; and
d) Is there a less privacy-invasive way of achieving the same end?150
146

PIPEDA, supra note 133, s 5(1).

147

Ibid, s 5(3).

148

R v Spencer, 2014 SCC 34 at para 63.

149

R v Ward, 2012 ONCA 660 at para 42.

150

Mountain Province Diamonds Inc v De Beers Canada Inc, 2014 ONSC 2026 at para 47;
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In summary, section 5(3) of PIPEDA is a key provision in
understanding the legal obligations imposed by PIPEDA. Compliance with
section 5(3) of the Act, due to its reliance upon the reasonableness standard,
is highly contextual and consequently, there exists a multi-factored analytical
framework for determining compliance with this provision of the Act.
While section 5(3) imposes a general requirement upon
organizations to act reasonably with regard to the collection, use and
disclosure of personal information, the Act also includes specific obligations
with regard to how personal information is to be handled. As mentioned
above, section 5(1) of the Act requires organizations to comply with the
obligations set out in Schedule 1 of the Act.151 This schedule consists of ten
general principles, and a number of specific obligations to ensure compliance
with those principles.152 Table 1 briefly introduces some of the key sections
that are of relevance for our purposes. This is far from an authoritative
discussion of Schedule 1 of the Act itself, but rather is a general overview of
some of the more pertinent principles. However, one final item should be
noted before we proceed to the principles themselves. The Act makes clear
that the use of the word “should” in any of the principles below does not
impose a legal obligation upon the organization holding personal
information, but rather serves as a recommendation.153
Table 1: Key principles within Schedule 1 of PIPEDA.
Principle
Accountability

Section Text of the Provision
4.1
An organization is
responsible for
personal information

Commentary

Perell J synthesized this test from two earlier decisions, the first being a Federal Court
decision Eastmond v Canadian Pacific Railway, 2004 FC 852 at para 13 where Lemieux J
imported the legal test used by the Privacy Commissioner in that case’s previous hearing.
This structure was also accepted by the Federal Court of Appeal, in Turner v Telus
Communications Inc Eyeglasses, 2007 CAF 21 at para 15 when Décary JA endorsed and
quoted from a lower court decision which used this analytical framework.
151

Additionally, PIPEDA, supra note 133, s 5(2) is a recommendation, not an obligation;
Schedule 1 of the Act is titled “Principles Set Out in the National Standard of Canada
Entitled Model Code for the Protection of Personal Information, CAN/CSA-Q830-96.”

152

These principles are Accountability, Identifying Purposes, Consent, Limiting Collection,
Limiting Use, Disclosure, and Retention, Accuracy, Safeguards, Openness, Individual
Access, & Challenging Compliance.

153

PIPEDA, supra note 133, s 11(1) still allows complaints to be brought against people for
this.
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4.1.3

4.1.4

under its control and
shall designate an
individual or
individuals who are
accountable for the
organization’s
compliance with the
following principles.
An organization is
responsible for
personal information in
its possession or
custody, including
information that has
been transferred to a
third party for
processing. The
organization shall use
contractual or other
means to provide a
comparable level of
protection while the
information is being
processed by a third
party.
Organizations shall
implement policies and
practices to give effect
to the following
principles:
(a) implementing
procedures to protect
personal information;
(b) establishing
procedures to receive
and respond to
complaints and
inquiries;
(c) training staff
and communicating to
staff information about
the organization’s
policies and practices;
and
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Consent

4.3

(d) producing
information to explain
the organization’s
policies and
procedures.
The knowledge and
consent of the
individual are required
for the collection, use,
or disclosure of
personal information,
except where
inappropriate.

[VOL. XXI

Section 6 of PIPEDA
imposes additional
criteria with regards to
what constitutes
knowledge and consent.
Section 6.1 states that
the consent of a person
is only valid “if it is
reasonable to expect
that an individual to
whom the
organization’s activities
are directed would
understand the nature,
purpose and
consequences of the
collection, use or
disclosure of the
personal information to
which they are
consenting.”
Subsections 7(1) – (3)
of the Act also provide
a number of situations
wherein organizations
may collect, use and/or
disclose information
without knowledge and
consent.

4.3.2

The principle requires
“knowledge and
consent.”
Organizations shall
make a reasonable
effort to ensure that the
individual is advised of
the purposes for which
the information will be
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4.4

4.4.1

Limiting Use,
Disclosure,
and Retention

4.5

used. To make the
consent meaningful,
the purposes must be
stated in such a manner
that the individual can
reasonably understand
how the information
will be used or
disclosed.
The collection of
personal information
shall be limited to that
which is necessary for
the purposes identified
by the organization.
Information shall be
collected by fair and
lawful means.
Organizations shall not
collect personal
information
indiscriminately. Both
the amount and the
type of information
collected shall be
limited to that which is
necessary to fulfil the
purposes identified.
Organizations shall
specify the type of
information collected
as part of their
information-handling
policies and practices,
in accordance with the
Openness principle
(discussed below).
Personal
information shall not
be used or disclosed for
purposes other than
those for which it was
collected, except with
the consent of the

47

Sections 7(4) and
(5) of the Act provide
that disclosure of
personal information
may be permitted for
purposes other than for
which it was collected if
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4.5.3

Safeguards

4.7

4.7.1

4.7.2

individual or as
required by law.
Personal information
shall be retained only
as long as necessary for
the fulfilment of those
purposes.
Personal information
that is no longer
required to fulfil the
identified purposes
should be destroyed,
erased, or made
anonymous.
Organizations shall
develop guidelines and
implement procedures
to govern the
destruction of personal
information.

Personal information
shall be protected by
security safeguards
appropriate to the
sensitivity of the
information.
The security safeguards
shall protect personal
information against
loss or theft, as well as
unauthorized access,
disclosure, copying,
use, or modification.
Organizations shall
protect personal
information regardless
of the format in which
it is held.
The nature of the
safeguards will vary

[VOL. XXI
it was collected under
the circumstances set
out in 7(2) of the act or
circumstances exist
such as those
enumerated in section
7(3)(a) – (h.1).
As mentioned
above, section 5(2) of
PIPEDA indicates that
“should” does not
establish a legal duty,
but rather serves as a
recommendation. As
such, there is not a strict
legal obligation to
destroy personal
information after it is no
longer required.
However, organizations
should keep in mind the
general duty to act
reasonably, as set out in
section 5(3).
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depending on the
sensitivity of the
information that has
been collected, the
amount, distribution,
and format of the
information, and the
method of storage.
More sensitive
information should be
safeguarded by a
higher level of
protection
An organization shall
make readily available
to individuals specific
information about its
policies and practices
relating to the
management of
personal information.

In addition to the obligations articulated by the ten principles set
out in the Schedule I of the Act and the general duty to act reasonably set
out in section 5(3) of the Act, upcoming changes to the PIPEDA regime will
impose additional legal duties upon persons and organizations who handle
personal information. Most notable are a series of provisions that, while not
yet in effect, will impose affirmative reporting duties upon organizations that
suffer data breaches.
The Digital Privacy Act154 will introduce a number of reporting
obligations into the PIPEDA statutory regime. This Act received royal ascent
in June 2015, but the key provisions to which we will be referring will not
come into effect until an order-in-council is made.155 Section 10 of the Digital
Privacy Act introduces a new division into PIPEDA, to be called “Division 1.1
Breaches of Security Safeguards.” 156 This new division will impose a number
of legal obligations upon organizations that hold personal information. In
particular, they will be required to report breaches of security where personal
154

Digital Privacy Act, supra note 134.

155

Ibid, s 27.

156

Ibid, s 10.
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information is at risk to both the Privacy Commissioner and the individual
affected. The forthcoming section 10.1(1) of PIPEDA will require
organizations to report to the Privacy Commissioner where there is “any
breach of security safeguards involving personal information under its
control if it is reasonable in the circumstances to believe that the breach
creates a real risk of significant harm to an individual.” 157
The language of the forthcoming subsection (3), which requires
notification of the affected individual, employs the same language as
subsection (1), except that the language is specific in its impact on the
affected individual and it imposes a pre-condition that any notification must
not contravene other laws.158 The obligations to report under these yet to be
enacted changes will only require reporting of breaches when there exists a
“real risk of significant harm to an individual” and the legislation will provide
some statutory guidance with regard to what constitutes a real risk of
significant harm. Section 10.1(7) of the Act will inform its reader that the
concept of “significant harm” is a potentially broad category.
For the purposes of that section, significant harm includes:
bodily harm, humiliation, damage to reputation or relationships,
loss of employment, business or professional opportunities, financial loss,
identity theft, negative effects on the credit record and damage to or loss of
property.159
Additionally, section 10.1(8) of the Act will also enumerate factors
to be taken into account when assessing the real risk of significant harm,
specifically:
a) the sensitivity of the personal information involved in the breach;
b) the probability that the personal information has been, is being or
will be misused; and

157

The first of these obligations, found in s 10.1(1), requires a report be given to the Privacy
Commissioner after “any breach of security safeguards involving personal information
under its control if it is reasonable in the circumstances to believe that the breach crea tes
a real risk of significant harm to an individual.”

158

The organization is also required by s 10.1(3) to notify an individual “of any breach of
security safeguards involving the individual’s personal information under the
organization’s control if it is reasonable in the circumstances to believe that the breach
creates a real risk of significant harm to the individual,” except where informing the
person would be in contravention of the law.

159

Digital Privacy Act, supra note 134, s 10.1(7).
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c) any other prescribed factor.160
Once an organization is compelled to report its data breach, both
the report to the Privacy Commissioner and the notification of the
individual must occur “as soon as feasible after the organization determines
that the breach has occurred.” 161 Additionally, the Act will require that any
notification to the affected individual contain “sufficient information to
allow the individual to understand the significance to them of the breach
and to take steps, if any are possible, to reduce the risk of harm that could
result from it or to mitigate that harm” as well as any other prescribed
information.162 Moreover, such notifications must be made directly to the
individual and shall be “conspicuous.” 163 Furthermore, under section
10.2(1) of the Act, the organization that has notified an individual of a
breach is also required to inform other organizations or government
institutions of the breach “if the notifying organization believes that the
other organization or the government institution or part concerned may be
able to reduce the risk of harm that could result from it or mitigate that
harm.”164 Finally, PIPEDA will require that records be kept of all breaches
concerning personal information under an organization’s control. 165 In
summary, these amendments to PIPEDA will impose positive reporting
obligations upon organizations that suffer data losses, prescribing who is to
be notified, when they are to be notified and what said notification must
contain. These provisions are rather extensive and practicing lawyers in
possession of personal information and under the jurisdiction of PIPEDA
need be aware of this, or they may face the remedial provisions of the Act.
The final part of the PIPEDA legislative regime to be discussed are
the remedial provisions. The federal Privacy Commissioner is responsible for
investigating and recommending resolutions for breaches of this legislation.
Section 11(1) of the Act establishes that an individual may file complaints
with the Privacy Commissioner against organizations that breached any of
the obligations imposed by PIPEDA, or for not following any
160

Ibid, s 10.1(8).

161

Ibid, ss 10.1(2) & (6) for report and notification.

162

Ibid, s 10.1(4).

163

Ibid, s 10.1(5).

164

Ibid, s 10.2(1).

165

Ibid, s 10.3.
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recommendations set out in Schedule 1. Section 11(2) empowers the
Commissioner to initiate an investigation themselves if there are reasonable
grounds to investigate a matter.166 Upon the filing of a complaint, the Privacy
Commissioner is required to conduct an investigation, unless the
Commissioner believes that the complainant has yet to exhaust available
grievance or review procedures,167 there is another, more appropriate legal
remedy available to the complainant,168 there was an unreasonable delay in
the filing of the complaint,169 or if the commissioner is of the opinion that
the alleged violation would be a violation of certain other specific federal
acts.170 Upon commencing an investigation, the Privacy Commissioner is
empowered by section 12.1 of the Act to compel witness testimony, 171
administer oaths,172 receive or admit evidence, including evidence which
would normally be excluded by a court of law,173 and, subject to certain
restrictions, enter any premises during the course of the investigation and
obtain and examine copies of documents found in the premises. 174 The
Privacy Commissioner is also entitled to attempt to resolve disputes by
dispute resolution mechanisms.175

166

PIPEDA, supra note 133, s 11(2).

167

Ibid, s 12(1)(a).

168

Ibid, s 12(1)(b).

169

Ibid, s 12(1)(c).

170

Ibid, s 12(2) includes “An Act to promote the efficiency and adaptability of the Canadian
economy by regulating certain activities that discourage reliance on electronic means of
carrying out commercial activities, and to amend the Canadian Radio -television and
Telecommunications Commission Act, the Competition Act, the Personal Information
Protection and Electronic Documents Act and the Telecommunications Act or section
52.01 of the Competition Act or would constitute conduct that is reviewable under section
74.011 of that Act.”

171

Ibid, s 12.1(1)(a).

172

Ibid, s 12.1(1)(b).
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Ibid, s 12.1(1)(c).
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Ibid, ss 12.1(1)(d)-(f).

175

Ibid, s 12.1(2).
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Upon the conclusion of a Privacy Commissioner’s investigation,176
and assuming a violation has been found,177 the Commissioner shall file a
report and send copies to both the complainant and the organization 178
detailing their findings and recommendations.179 Complainants, including
the Privacy Commissioner when they take on that role, have a statutory
recourse allowing for a review in Federal Court on any matter with respect
to the complaint or a matter found in the Commissioner’s report,180 as does
the Privacy Commissioner with regard to complaints they did not initiate.181
While not specifically permitted by the Act, the Federal Court has also held
that organizations can initiate judicial review of the Privacy Commissioner’s
findings.182 The Act empowers the Court with the authority to dispense
remedies for violations of this Act, including ordering organizations into
compliance with the Act,183 ordering organizations to publicize their actions
taken or proposed so as to come into compliance,184 and damages to the
complainant, including damages for “any humiliation the complainant has
suffered.” 185 In addition to the power to initiate investigations and then apply
to Federal Court for a hearing on its findings, the Privacy Commissioner also
has a number of other remedial or preventative powers. As a means of
avoiding a court hearing,186 the Privacy Commissioner has the authority to
enter into compliance agreements with organizations that have, are likely to,
or are about to commit an act or omission which would run contrary to the

176

No less than 12 months after complaint; see Ibid, s 13(1).

177

Ibid, s 12.2(1) details those situations where the commissioner may discontinue their
investigation; Ibid, s 14 allows for a complainant to proceed to federal court seeking to
overturn.
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Ibid, s 13(3).
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Ibid, s 13(1)(a).
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Ibid, ss 14(1) & 14(2).
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Ibid, s 15.
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Englander v Telus Communications Inc, 2004 FCA 387 at para 51.
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PIPEDA, supra note 133, s 16(a).
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Ibid, s 16(b).
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Ibid, s 16(c).
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Ibid, s 17.1(3)-(4).
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Act.187 The Privacy Commissioner also has the authority, given by Division
3 of the Act, to conduct audits of organizations to ensure compliance if there
are reasonable grounds to believe that provisions or recommendations are
not being followed.188 The powers granted to the Privacy Commissioner
during an audit are identical to those granted during an investigation. 189

B. Additional Privacy Statutes
In addition to PIPEDA, there are a number of other statutes, both
at the federal and provincial/territorial level, that may impose obligations
and liabilities on lawyers related to their practices’ handling of data and
related cybersecurity. Appendix I provides an overview of the relevant
legislation in each jurisdiction. This section will briefly overview the
recurring legislative themes and structures found throughout the country’s
privacy laws.
At the federal level, there are acts other than PIPEDA with potential
privacy implications for lawyers’ practices, including the federal Privacy Act,190
which imposes restrictions on how personal information is to be handled by
federal government organizations. Lawyers working for or with the federal
Crown will need to be aware of these requirements. Additionally, at the
federal level, anti-spam legislation191 imposes strict rules regarding how
certain types of electronic information can be used and imposes severe
penalties for non-compliance.192
187

Ibid, s 17.1.
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Ibid, s 18.
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Ibid, s 18(1).
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Privacy Act, RSC 1985, c P-21.
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An Act to promote the efficiency and adaptability of the Canadian economy by regulating certain
activities that discourage reliance on electronic means of carrying out commercial activities, and to
amend the Canadian Radio-television and Telecommunications Commission Act, the Competition
Act, the Personal Information Protection and Electronic Documents Act and the
Telecommunications Act, SC 2010, c 23 [Act to Promote the Efficiency and Adaptability of the
Canadian Economy].

192

Ibid, s 51 states if “the court is satisfied” that one or more persons have contravened the
Act, then the court has statutory authority to not only provide compensatory damages
for losses, damages or expenses suffered by the applicant, but also additional fines, the
maximum of which are not to exceed $1,000,000 for each day the contravention
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As mentioned at the beginning of this section, PIPEDA continues to
operate within provinces that do not have “substantially similar” legislation.
At the time of writing,193 three provinces – Alberta, British Columbia and
Quebec – have privacy statutes in place deemed to be “substantially similar”
to PIPEDA. There are some general differences between these provincial
Acts and PIPEDA (e.g. the provincial acts also apply to employer-employee
relationships), as well as differences between the Acts themselves (e.g. the
Alberta statute requires data losses to be reported to the province’s Privacy
Commissioner, who may require notification be given to an affected
individual, while the British Columbia Act has no such reporting
requirement in the Act or its regulations). Lawyers practicing in these
provinces should be familiar with the scope of these pieces of legislation as
they have the ability to strongly impact a legal practice.
Most provincial and territorial jurisdictions also possess two
additional privacy related statutes that may impact legal practitioners. First,
most provinces 194 have a statute governing the collection, use, storage and
disclosure of personal health information.195 These Acts often have a stated
purpose of balancing the privacy rights of individuals, the need to secure
sensitive data and the need to run an effective health care system. As such,
there exists a great deal of overlap in terms of the duties imposed upon the
providers of health care in these Acts, and the obligations imposed upon
organizations more generally by PIPEDA. To that effect, the Acts from
Ontario, Newfoundland and Labrador, New Brunswick and Nova Scotia
have been deemed substantially similar to PIPEDA with regard to their
handling of personal health information. Lawyers working for health care
providers, or dealing with personal health information, should be aware of
these statutes.
The second class of legislation found in most jurisdictions
throughout the country are akin to the federal Privacy Act and impose
restrictions on how personal information is collected, secured, used and
occurred.
193

“Provincial legislation deemed substantially similar to PIPEDA” (29 May 2017), online:
Office of the Privacy Commissioner of Canada
https://www.priv.gc.ca/leg_c/legislation/ss_index_e.asp>
[perma.cc/PZ4T-MRLL].
[Provincial Legislation similar to PIPEDA]

194

Not PEI.

195

See Appendix I.
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disclosed by governmental bodies. These pieces of legislation often also
provide individuals with a right to access government information, including
both general information and personal information specific to them as
individuals, while also providing a statutory mechanism by which such
requests can be processed and a number of restrictions, both mandatory and
discretionary, are imposed on what can be released. Lawyers working with or
for provincial Crowns should be aware of these restrictions.
Finally, there are a number of miscellaneous acts across the country
that may impact lawyers and the data management of their practices. Some
jurisdictions have acts that create torts for breach of privacy 196 which could
impose liability on those lawyers who suffer data breaches.197 There are also
acts that govern the collection of personal information for specific purposes,
such as employment or credit,198 that unaware lawyers could run afoul of
during their practice.

C. Conclusion
This section has provided the reader with a brief overview of how
our nation’s various privacy statutes may impose additional obligations and
restrictions upon legal practices with regard to their cybersecurity practices.
As has been seen, under the federal PIPEDA regime, or the provincial
regimes deemed to be “substantially similar,” lawyers are subject to a number
of affirmative obligations to protect the personal information that they
accumulate over the course of practice. The forthcoming changes to PIPEDA,
specifically its notification requirements, will impose even more substantial
obligations upon practitioners of the law. Furthermore, at the federal,
provincial and territorial levels, there exists a number of Acts that may
impact legal practitioners depending upon their practice areas. As such, the
overlap of privacy laws and cybersecurity must be carefully considered by legal
practitioners.
Notably, the website of the Privacy Commissioner of Canada
contains useful guidelines regarding data privacy, various research papers on

196

The Privacy Act, CCSM, c P125 [MB Privacy Act].

197

The MB Privacy Act, for example, doesn’t require that the breach be wilful, suggesting
that negligent actions could bring about liabilities. This is a theoretical argument.

198

MB Privacy Act, supra note 196.
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specific privacy topics,199 and recommendations regarding data handling best
practices resulting from business investigations.200 These resources should be
a useful starting point to assist lawyers in satisfying their professional duties,
especially their duty of confidentiality and duty to protect a client’s property,
as well as their obligations under various pieces of privacy legislation.

199

“Explore privacy research” (last modified 14 December 2018), online: Office of the
Privacy Commissioner of Canada <https://www.priv.gc.ca/en/opc-actions-anddecisions/research/explore-privacy-research/> [perma.cc/J95G-3QQ4].

200

“Investigations into businesses” (last modified 17 December 2019), online: Office of the
Privacy Commissioner of Canada <https://www.priv.gc.ca/en/opc-actions-anddecisions/investigations/investigations-into-businesses/> [perma.cc/WAQ5-NU9W].
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