CHAPTER III: Risk Management and
Best Practices
I. INTRODUCTION
The last two chapters have presented the reader with evidence of
cybersecurity threats and explained why lawyers need to care about these
threats. This chapter deals with risk management and best practices for legal
practitioners. Lack of cybersecurity investment can lead to serious losses for
individuals, companies and government agencies.
A breach in client confidentiality due to a failure to proactively
employ cybersecurity methods may be grounds for a negligence suit. Lawyers
can benefit from consulting best practice guidelines developed by
professional associations and standards organizations, for instance, the
British Columbia Law Society report on cloud computing.201 Other
professional tips are available on a number of topics, including strategies to
limit the quantity and redundancy of data that many law firms hold.202
The focus of this chapter is to provide the reader with a general
framework regarding how one should think about cybersecurity in a law firm.
A non-exhaustive list of specific practice tips for all areas of IT is included.
In short, this chapter will help the reader address the problems
introduced in chapter I and maintain compliance with obligations discussed
in chapter II.
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II. RISK MANAGEMENT
A. General Framework: What is Risk Management?
There is no such thing as perfect security. “No security system is
guaranteed to be impenetrable.” 203 We must disabuse ourselves of that
notion immediately. Even if there was, a perfect security system would not
likely be desirable. What if one loses a password? An impenetrable security
system might make it impossible to regain access to information if the
password is lost. This paradox reiterates the need to balance convenience
and security. Fundamentally, security systems must enable lawyers to carry
out their obligations to clients by accessing information while prohibiting
terrorists or hackers with said access.
Risk management can help lawyers strike the right balance between
security and efficiently operating a business. Risk management has been
defined as:
The discipline of identifying, monitoring and limiting risks. In some
cases, the acceptable risk may be near zero. Risks can come from accidents,
natural causes and disasters as well as deliberate attacks from an adversary.
In businesses, risk management entails organized activity to manage
uncertainty and threats and involves people following procedures and using
tools in order to ensure conformance with risk-management policies. Risk
management is also used in the public sector to identify and mitigate risk to
critical infrastructure. Some traditional risk management programs are
focused on risks stemming from physical or legal causes (e.g. natural disasters
or fires, accidents, ergonomics, death and lawsuits).204
Identifying, assessing and limiting IT risks has become central to law
firms.205 Some organizations guide businesses to reduce risks by providing
standards for cybersecurity. The International Standards Organization (ISO)
has created an internationally recognized guidance standard that provides a
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framework of methods and processes to identify, assess and minimize IT risks
in any organization.206
There are a number of ways of thinking about risk management; we
conceptualize it as having two stages: 1) identification of risk and 2) response
to risk. These two steps must be balanced together to enable efficient risk
management.

B. Identification of Risk
To prevent and manage risk one must first be able to identify the
risk. A third-party professional may be able to help identify specific risk
within your organisation. In general, cybersecurity risks may be categorized
into technical vulnerabilities and human vulnerabilities.
Technical vulnerabilities: These are vulnerabilities inherent within
hardware components that make up a computer network and the
vulnerabilities of software running on said networks. In order to properly
carry out a legal risk assessment, which includes assessing the risk of
reputational damage and financial loss, legal professionals may have to
collaborate with a third party that can give accurate insight into any existing
technical vulnerabilities.
Human vulnerability: A largely underestimated factor in
identification of risk is the human factor, not the technological factor. This
is at times counter-intuitive, as people tend to think about cybersecurity as
more of a technical issue, forgetting that it also involves human resource
management. In fact, the exploitation of human weakness through creative
spear phishing attacks has increased over the years and has become a primary
cybersecurity risk.207 The modes of cyberattacks should be made familiar to
all staff by training efforts in attempt to reduce the chances of a cyberbreach
caused by human vulnerabilities.
Another human component to cybersecurity issues are insider
threats. Breaches in cybersecurity caused by insider threats can be malicious
or negligent or simply made by mistake. Motivation for staff to steal data is
varied. For example, financial gain in the form of theft of trade secrets or
206

“35.030 - IT Security,” online: International Organization for Standardization
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intellectual property, or revenge for personal reasons for perceived wrongs
committed against the employee or partner.208 Protecting the organization
against external threats does not address the potential data breaches caused
by insider malfeasance regardless of whether the conduct was intentional,
malicious, ignorant or accidental.209 For more information on how to reduce
insider threats, see the Carnegie Mellon University best practices guide. 210
A general protocol for a risk assessment should include:
1. Evaluate the likelihood and impact of potential risks to sensitive and
confidential information;
2. Implement appropriate security measures to address the risks
identified in the risk analysis;
3. Document the chosen security measures, and where required, the
rationale for adopting those measures;
4. Maintain continuous, reasonable and appropriate security
protections.211
More specifically, a cybersecurity action plan should address the
following vulnerabilities:
1. Email scams
2. Browser and surfing dangers
3. Malware infections
4. Weak and overly used passwords
5. Operating system vulnerabilities
6. Vulnerable networks
7. Weak system configuration
8. Lost or compromised devices/data
9. Confidential information on discarded equipment
10. Remote access and public computer
11. Unsecured mobile devices
12. Public Wi-Fi and weak wireless and Bluetooth settings
13. Cloud storage and computing
208
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14. Insider threats
15. Policies relating to personal versus firm owned computers
16. Data backup212

C. Response to Risk
Once risks are identified, suitable protocols may be designed to
avoid events that are expected to cause loss. In situations where the complete
avoidance of risk is not possible, methods should be employed to lessen the
chances that a damaging event occurs – a strategy called risk reduction.213 It
would be wise for firms to also explore risk sharing options, which dilutes
the effect of damaging events. In the event that engaging with technology has
manifested into a scenario causing loss (i.e. a cyberbreach has occurred), one
may at least take strides to mitigate the expected loss of said event. Thus, an
intelligent cyberbreach reaction plan may be worth investing in. More details
on these overarching concepts are provided below. The keen reader should
contemplate how to apply the principles set out below to their specific
practice in order to avoid a catastrophic disaster in favour for an incremental
failure if a cyberbreach should occur.214

Risk Avoidance
The risk associated with technology could be avoided by refraining from
the use of technology. However, it would be difficult for a lawyer to honour
ethical obligations to be efficient and effective in providing legal services if
they were to avoid communicating using technology. Paradoxically, this
leaves the legal professional with the option of carrying out business
efficiently by using potentially dangerous technology or inefficiently by
avoiding said technological dangers. In order to best serve clients, lawyers
212
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should embrace the use of technology while employing methods to avoid risk
of a cyberbreach. Proficient use of technology in combination with risk
avoidance strategies could help satisfy a lawyer’s duties of confidence,
competence and quality of service while maintaining compliance with rules
of professional regulatory bodies and statutes.
Good file management and knowledge of when files can be disposed of
may help in avoiding a cyberbreach. For example, a lawyer is required to
retain documents for the law society,215 the Canada Revenue Agency,216 and
under privacy laws. However, holding records longer then required
unnecessarily exposes a lawyer to a cybersecurity breach, which can easily be
avoided by disposing records in a timely manner.

Risk Prevention and Mitigation

Understandably, it is not always possible to avoid risk. However,
firms can implement measures to reduce the risk of a security breach, some
of which include: diligent use of encryption, strengthening the security of
programs installed on office computers, storing digital documents securely,
implementing policies to restrict certain uses of technologies, educating
personnel about information security, and strengthening overall IT risk
management practices.217
Due to human vulnerabilities, the success of a firm’s cyberbreach
risk prevention and mitigation strategy will be highly dependent on its staff.
To this extent, staff training should be a priority for law firms. Lawyers
should also keep up to date on imminent cyber threats, especially those
relating to the specific industries they serve. In this regard, the Canadian
Centre for Cyber Security, which issues alerts on certain imminent
cyberthreats,218 is a useful resource for lawyers to become familiar with.
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Ultimately, technology rapidly changes. It is best practice to keep pace with
the newest security technology and to train staff accordingly.
Clear and organized risk reduction protocols are an easy way for
management to reduce the chances of a disaster. In fact, some agencies have
developed their own protocols on how professionals should handle
information. For example, the Canada Revenue Agency states that all
information stored in rewritable media must be backed up to avoid loss,
damage, or alteration, and stored in a hazard free environment. 219 Hence, a
comprehensive risk reduction procedure from relevant external agen cies
along with in-house procedures should be compiled and implemented as the
standard practice within law firms.
Documents management policies are used to improve the efficiency
of how a firm manages documents and a documents retention policy
establish how a company manages data from a compliance perspective.220 An
organization may wish to implement a cybersecurity policy within, or
alongside, a general documents management policy or document retention
policy. Doing so will clarify to employees and clients how the firm expects
data to be dealt with in the course of business, which should help prevent
data breaches. Notably, the CRA provides policies on electronic substitutes
for documents, which provides a useful starting point for firms interested in
implementing a document retention policy.221
219
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retained by copying or backing up the data to another medium must be done so in
accordance with the media manufacturers’ suggested procedures with particular
attention given to the suggested shelf life of the medium. Information recorded on
rewritable media such as computer hard disks must be backed up on tape or other
suitable medium to avoid accidental loss, deletion, or erasure of the recorded
information. The media containing the recorded information must be stored in an
environment free from hazards that could affect the media, such as magnetic fields, direct
light, excessive moisture, and temperature extremes.”

220

“What’s the Difference Between Document and Records Management?” (last accessed
11 March 2020), online: Laserfiche <https://www.laserfiche.com/ecmblog/whats-thedifference-between-document-and-records-management/>
[perma.cc/U3AV-JKR5];
“Document Management Policy: 10 Step Development Process” (29 October 2019),
online:
LBMC
<https://www.lbmc.com/blog/document-management-policydevelopment/> [perma.cc/P4YS-59UU].

221

“Acceptable Format, Imaging Paper Documents, and Backing up Electronic Files” (last
modified
24
February
2020),
online:
Government
of
Canada
<https://www.canada.ca/en/revenue-agency/services/tax/businesses/topics/keepingrecords/acceptable-format-imaging-paper-documents-backing-electronic-files.html>

66

ASPER REVIEW

[VOL. XXI

Although a document management policy and a document
retention policy can help mitigate the risk of electronic records being hacked,
the maintenance of documents in electronic format, especially where the
original paper-and-ink format has been destroyed, may create legal risk. A
brief discussion on this topic follows.

i. Electronic Records

Some statutes provide specific language regarding the expectations
of electronic records that are subject to the statute. For example, Part 2 of
The Electronic Commerce and Information Act 222 provides that, where a
“designated law” of Manitoba provides that information or a document be
in a particular format (e.g., “written”), that requirement may be satisfied by
an electronic format that is “functionally equivalent” to a paper-and-ink
format. Part 2 of the Electronic Commerce Act goes on to set out a “functional
equivalence” standard for electronic documents, by providing that an
electronic version of a document satisfies a legal requirement that the
document must be “in writing,” 223 a legal requirement to provide an
“original” version of a document,224 and a legal requirement to “retain” a
document,225 when certain conditions are met.
As noted above, Part 2 of the Electronic Commerce Act only applies to
“designated laws.” The regulation accompanying the Electronic Commerce Act
lists only a very small number of statutes, relating to issues such as
registration of businesses.226
Although the inapplicability of Part 2 of the Electronic Commerce Act
to a specific statute is not fatal to one’s ability to manage records, designation
under Part 2 of the Electronic Commerce Act would bolster the certainty of the
view that one can rely on electronic documents (including electronic copies
of paper-and-ink documents that are later destroyed). To the extent that there
[perma.cc/U25L-6EPX].
222
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is a conflict regarding document retention requirements found in a specific
act and the Electronic Commerce Act, the specific act will prevail.
Legislation such as The Pension Benefits Act 227 of Manitoba (and its
accompanying regulations) provides that the requirement to retain records
subject to the act may be satisfied by the retention of an electronic record
under certain conditions.228 Remember to exercise caution about the effect
of electronic record requirements in specific legislation because multiple
statutes may apply to any given matter, and each statute may have differing
requirements on how it can be shown that the electronic version is accurate
along with different minimum retention periods.
It is important to also consider the various Evidence Acts that may
be applicable once litigation commences. The Canada Standards Council
document on the use of electronic documents for evidentiary purposes states
by way of introduction that:
“An organization must always be ready to produce its
records as evidence in legal proceedings. To ensure their reliability, integrity
and authenticity, organizations should consider the application of standards.
To enhance the admissibility and the weight (probative value) of electronic
records as evidence in legal proceedings, organizations should apply the
principles and procedures outlined in this standard.” 229
Under the common law, courts have tended to accept electronic
records into evidence only where there is satisfactory evidence regarding the
authenticity, reliability and trustworthiness of the records. 230 However, both
The Manitoba Evidence Act231 and the Canada Evidence Act232 provide for the
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authentication of electronic documents. The effect of these provisions is
that:233
• A person who wishes to introduce an electronic record into evidence
must first prove the record is authentic.
• The “best evidence rule” (which requires that original documents
that can be readily obtained must be used as evidence, rather than
copies) is satisfied, if the electronic record has been produced and
stored pursuant to a comprehensive document retention policy.
• The integrity of an electronic records system is proven by indicating
that:
o at all material times the computer system or other similar
device was operating properly or, if it was not, the fact of its
not operating properly did not affect the integrity of the
electronic record, and there are no other reasonable
grounds to doubt the integrity of the electronic records
system; or
o the electronic record was recorded or stored by a party to
the proceedings who is adverse in interest to the party
seeking to introduce it; or
o the electronic record was recorded or stored in the usual
and ordinary course of business by a person who is not a
party to the proceedings and who did not record or store it
under the control of the party seeking to introduce the
record.
Thus, to the extent that one wishes to rely on the provisions of these
Evidence Acts (and those with similar language) concerning authentication
of electronic documents, it would seem prudent to put a comprehensive and
documented policy in place. This comprehensive policy (the content of
which would be guided by legal and best practices standards) could then be
cited whenever the need arises.
Whether or not an electronic document is authentic is only half of
the equation. To be used in a court proceeding, a document must also be
admissible. Documentary evidence (whether pen-and-ink or electronic) is
prima facie inadmissible because of the hearsay evidence rule: if the person
who created the document is not present to testify, the court is being asked

233
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to consider an out-of-court statement that has been tendered to prove the
truth of its contents.
However, the common law and the Manitoba and Canada Evidence
Acts have created a number of exceptions to the application of the hearsay
rule to documentary evidence. Individuals planning to rely on electronic
documentation in the place of paper-and-ink originals should take steps to
ensure that electronic documentation will be admissible in future court
proceedings.234 Indeed, Manitoba and Canada Evidence Acts provide that:
• For the purpose of determining whether an electronic record is
admissible, evidence may be presented in respect of any standard,
procedure, usage or practice regarding how electronic records are to
be recorded or stored, having regard to the type of business or
endeavor that used, recorded or stored the electronic record and the
nature and purpose of the electronic record.235
Taken literally, these provisions may not apply to an electronic copy
of a paper-and-ink original document. However, an Alberta provincial court
judge specifically admitted certain electronically imaged copies of original
documents that had been destroyed236 based on the Alberta Evidence Act237
(which contains similar language to the Manitoba and Canada Evidence
Acts) partly because the standards for admission as an electronic document
under CAN/CGSB 7234-2005238 were satisfied.
Unfortunately, it is not absolutely clear, under the precise wording
of these statutes, whether these statutory provisions would apply to all types
of electronic records of otherwise applicable government and business
records. In New Brunswick, by contrast, the Legislature239 has provided an
absolutely explicit blessing of the admissibility of electronic images of
documents, in lieu of pen-and-ink originals.240
234
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There can be no doubt, whatever the legal technicalities, that the
underlying logic and policy of the Manitoba and Canada Evidence Acts is
entirely favourable to the admissibility of electronic copies of paper-and-ink
documents. The statutes acknowledge that government and business records
are prima facie reliable and admissible, notwithstanding the hearsay rule.
The statutes also refer to tests for establishing the reliability of electronic
documents. If it can be shown, via the “system integrity” route:
• that an electronic document is a reliable copy of a paper-and-ink
original; and
• that the original document is itself admissible as a business or
government record,
then, the policy behind these statutes clearly requires that the
electronic document should be admissible.
Even if a court was to find that the statutory evidence rules must be
read in a narrow and literal way (and thus, would not directly allow for the
admission of electronic images of paper-and-ink documents), a court could
still find the electronic versions are admissible under the common law.
The courts have established that statutory evidence rules supplement
the common law, but do not replace it.241 At common law, evidence can be
admitted notwithstanding the hearsay rule (and the absence of a recognized
exception to the rule), if the evidence is necessary and reliable. 242 A
demonstrably authentic copy of a paper-and-ink business or government
record would appear to satisfy these requirements.
Although the current state of the law, destroying paper-and-ink
records in favour of electronic records may create a legal risk, however, said
risk can be mitigated by abiding by electronic records keeping best
practices,243 relevant evidence acts, and with industry standards. Thorough
document management and document retention policies should address the
requirements necessary to legally maintain records (including the
admissibility of the documents in court) as well as cybersecurity mitigation
matters.

Canadian Journal of Law and Technology 141.
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Risk Sharing
Perhaps the most overlooked aspect of a risk management plan is
risk sharing, which involves the transfer of risk from the lawyer to an
individual or a pool of insurance holders. This can be done in a number of
ways:
1. Insurance. Insurance can reduce financial losses from a data
breach; however, lawyers should be conscious of the difficulty in
indemnifying reputational damage. In Ontario as of 2014,
LAWPRO offers coverage up to $250,000 for losses related to
cybercrime.244 Lawyers should be mindful of any exclusions for
cyber-related coverage.245 Insurance coverage for the loss due to
phishing schemes have been denied because of exclusions in
insurance policies.246
2. Informed consent of client / retainer. Retainers partially aim to
protect the solicitor-client relationship as well as to shield the lawyer
from liability. Ensuring the client is protected by taking proper
precautions, and that the client is informed of the risks associated
with technology use are important aspects of retainers. In the event
of a cyberbreach, a proper retainer agreement may salvage the clientlawyer relationship.
Retainer agreements between a lawyer and a client may stipulate that
the client assumes a reasonable risk to disclosure of confidential information
while using information technologies to communicate with the lawyer and
third-party service providers.247 Informed consent to risk has its own
244

Friedman, supra note 212 at 56.

245

Tana Christianson, “Your Professional Liability Insurance and Cyber Coverage”
(October
2012),
online
(pdf):
Law
Society
of
Manitoba
<www.lawsociety.mb.ca/publications/technology-articles/TECH_Oct2012.pdf>.

246

Martin P.J. Kratz, "Cybersecurity—Loss Due to Social Engineering Attack Covered Under
Insurance
Policy"
(3
August
2018), online
(blog):
Bennett
Jone s
<https://www.bennettjones.com/en/Blogs-Section/Cyber-Security-Loss-due-to-SocialEngineering-Attack-Covered-Under-Insurance-Policy>
[perma.cc/E6UQ-RKYC];
Dentons Canada LLP v Trisura Guarantee Insurance Company, 2018 ONSC 7311 [Dentons];
The Brick Warehouse LP v Chubb Insurance Company of Canada, 2017 ABQB 413.

247

“General Retainer Agreement” (July 2015), online (pdf): Gardiner Miller Arnold LLP
<https://www.gmalaw.ca/wpcontent/uploads/2015/07/General_Retainer_Agreement.pdf>
[perma.cc/2U9MZUG5].

72

ASPER REVIEW

[VOL. XXI

paradoxes: the more explicit a lawyer is about what purposes data is being
used for and the modes of communication used, the more likely it is that a
hacker can employ a targeted attack. For example, if the agreement
establishes that the communication between lawyer and client will be on cell
phones, then hackers would know to target phones.
A possible clause to include in a retainer agreement may be the
following:
The client recognizes the risks of communicating with the lawyer via Internet
and cell phones. No technology is perfect and absolutely secure. The client
acknowledges this risk and releases the lawyer from any liability should those services
be compromised, and the information be accessed by unauthorized parties, altered or
corrupted in any way.
Such a clause may not release the lawyer completely from privacy law
obligations and professional duties, but it may be a partial defence and shield
for some torts, specifically negligence, breach of contract and breach of
fiduciary duty.
Under privacy legislation, it is possible to get informed consent to a
reasonable risk. However, asking a client to endure an unreasonable risk (e.g.
I will be dealing with you by way of ordinary internet unless you tell me
otherwise) will not shield the lawyer from cyberbreach liabilities under
ethical responsibilities and privacy law.

Reacting to a Cyberbreach

A reasonable cybersecurity risk reduction plan should be developed
by management leadership in collaboration with technical staff. Proper
documentation of the methods employed will help with proving due
diligence in protecting client’s information. In a cybersecurity breach does
occur, mitigation of damages is the only avenue left. Thus, it is important to
have an incident response plan in place.248 Some useful procedures to
include in an incident response plan are:
• for your records, keep note to on how the cyberbreach happened to
the best of your knowledge,
• send notifications to implicated parties and the authorities,
• wipe lost or stolen devices remotely, and
• revoke remote-access credentials.

248
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III. BEST PRACTICES
A. General
Computer security requires a combination of human resource
management, safe computer practices and up to date technology. The
foundation to an effective cybersecurity plan is good organisation. No plan
will have only one course of action, but rather multiple steps and strategies
to minimize risks.
IT security is everyone’s responsibility. While it is important to have
professionals who you can trust to assist with this work (perhaps even in house, depending on a cost analysis), it is important to remember that this
is not just the IT professional’s problem or concern. Every staff member
needs to be aware of IT security. Management should adopt a leadership role
in IT security. Ideally, there will be a management structure in place to
support IT security projects. All new hires should be trained as per the
cybersecurity policy and sign a document that outlines their responsibilities.
Hiring an IT security professional or contracting out IT security services that
work on an as needed basis are good options, depending on the size of the
law firm.
Encryption should be widely adopted but beware of its limitations.
Encryption refers to the process of encoding data to ensure the
confidentiality of the information. It also allows for verification of the origin
of the message (authentication), integrity of the message and nonrepudiation as the sender of the communication cannot deny sending it.249
Encryption uses algorithms to convert data into undecipherable text that
require a specific key (password) to make it readable again.250 Although it is
not impossible to crack encryption, it is still highly advisable to encrypt files,
including communications, as it adds another layer of security that hackers
249
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would need to surpass in order to get your data. For most of what is going to
be discussed below, be it email, computer use, phone use, tablet use, or
thumb drives, encryption is a keyway of ensuring that data is protected.
However, encryption does have its own risks. In particular, data may become
unreadable if the encryption key is lost.
Other general best practices include ongoing staff training on
cybersecurity, using up to date cybersecurity software, and hiring cyber
consultants to audit and make recommendations on currently used
protocols.

B. Bring Your Own Device (BYOD)
Staff should be aware of whether devices used for personal and work
purposes are personally owned or owned by the firm and enabled to provide
personal functionality. If the latter is true, staff should ensure users of devices
keep up to date with security updates. It may be more difficult for a firm to
force compliance with particular cybersecurity practices on personally owned
devices. Whether a device is owned by a firm or not, personal use of devices
can increase the risk of a cybersecurity breach.
One way to improve the security of client data on devices enabled
with personal use is to employ Mobile Device Management (MDM)
strategies. MDM provides a centralized way to manage mobile devices (such
as phones, laptops, and tablets) remotely, including the ability to lock or
erase a lost device remotely and check its geographical location. 251 It is
essential that firms retain the ability to secure, control and remotely erase
firm data on employee-owned devices in the event of a security breach.252
Moreover, a firm’s software and data that is managed on external servers can
offer additional security if the firms data is not stored in the local memory
of the employee’s personal device.253 To reduce the risk of a cyberbreach
caused by a lost or stolen password, firms should employ multi-factor
251
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online:
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authentication strategies to allow employees access to firm data from any
remote device.254
In the end, a policy is necessary that clearly demarcates
responsibilities and expectations. Specifically, firms should be aware of the
strategies they employ to protect client data. BYOD policy templates are
available and may be a good starting point for developing a solicitor-client
specific program.255

C. Cell Phones / Tablets (Including BYOD)
Cell phones, and to some degree tablets such as iPads, are becoming
a more crucial component of how business is conducted. 256 Ultimately, a
firm will be faced with similar issues to BYOD computer policies for mobile
devices. It is key to find an acceptable balance of cost/convenience versus
control/security. Most importantly, cell phones need to be encrypted as a
preventative measure. This is a default feature of most modern cell phone
operating systems. For example, Android cell phones and tablets come with
a feature to encrypt them.257 Apple devices also have encryption features
enabled by default so that IT specialists do not need to perform custom
configurations.258 However, this encryption does not guarantee absolute
cyber-security. Vendors sell tools which can decrypt some forms of
encryption. Often, only having a password to encrypt the device may not be
enough. Nevertheless, access passwords most definitely should be used as a
minimum level security measure.
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On phones that are owned by firms, MDM software is strongly
suggested.259 A company can control a device using MDM software, enabling
added protection to the remote wiping capacity offered by android and iOS
systems.260
The use of MDM can also be complemented with acceptable use
policies for both corporate and personal owned devices. Acceptable use
policy templates for mobile devices are available and may be tailored for
solicitor-client specific purposes.261

D. Office Networks – Wi-Fi
Computer networks enable communication between devices. Wi-Fi
technology is a popular method of enabling wireless networking. Reliance
on Wi-Fi presents a potential security issue, as it creates opportunities for
hackers to access sensitive data such as passwords for logging into corporate
networks and online banking sites.262 Firms should ensure that devices
employ the most up to date Wi-Fi protected access (WPA) security
protocols.263 WPA security protocols ensure that only authorized users have
access to the wireless network.264 Firms wanting to allow clients and guests
259
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with Internet access should consider having two wireless networks.265 A
public Wi-Fi network separate from the network used by staff could enable
guest access to the Internet while ensuring greater security of company data.

E. Public Wi-Fi
Public Wi-Fi is inherently risky, especially when there is no
encryption/password requirement (for example, at some restaurants and
cafes). It is highly advisable not to use public Wi-Fi for any device carrying
confidential information.266 One possible way to address security concerns
in the use of a public Wi-Fi is by way of Virtual Private Networks (VPN).267
VPNs act as another form of encryption, re-routing all Internet traffic to an
encrypted private network while using the public Wi-Fi.268 However, one
must be wary of free VPNs. It is advisable to read terms of service regarding
encryption, access to data, and confidentiality.

F. Cloud Computing and Data Storage
In general, ‘the cloud’ refers to a pool of external servers on which
computations may be carried out and which data may be stored on.269 The
benefits of cloud computing include greater protection from data loss since
data is redundantly stored on multiple servers and convenient access and
sharing options since users can log into the cloud from multiple devices.
Despite the advantages of cloud computing, privacy and security concerns
continue to be a critical issue.270
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The Law Society of British Columbia Cloud Computing Report
discusses lawyer-specific issues from a law society compliance perspective.271
It warns that a data breach of cloud storage can compromise large amounts
of confidential client information, therefore, lawyers need to take reasonable
steps to secure data.272 Ensuring due diligence in establishing proper
safeguards when contracting for cloud services is essential. 273 Since law
societies regulate lawyers, and not third party technology providers, they do
not have the statutory authority to compel cloud service providers to give
access to lawyers’ business records absent a court order. 274 Therefore, when
choosing a cloud service provider, attention to security is a paramount
issue.275
In order to comply with Law Society recordkeeping obligations,
lawyers should pay special attention to the terms of the contract surrounding
custody and control of data. Namely, what the third party is able to do with
data stored on their servers, what their responsibilities are regarding the data,
and how the data is integrated into other record keeping systems.276 A lawyer
can use a third-party cloud provider for the storage or processing of records
if the lawyer retains custody of the data.277 Moreover, as lawyers need to
comply with record retention obligations, assurances from the cloud service
providers must be made regarding the production of data in a
comprehensible form at the request of the lawyer or the law society.278
It may be advantageous for a firm to use Canadian cloud services
due to familiarity with the legal regime and less likelihood of having
objections or complaints that the data is subject to the overriding laws of
another sovereign nation.
271
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G. Printers, Scanners, and other Network Devices
Auxiliary devices that use wireless Internet may represent a point of
vulnerability and are often overlooked.279 They operate like small computers
with their own data storage, operating system and direct wireless network
connection.280 For example, a confidential client document scanned and sent
to another department in the law firm is stored in the machine and can be
hacked more easily than a computer directly. Some basic steps to protect your
auxiliary devices involve:281
• Control access to printer and scanner and their functions at the
group, individual, and activity level.
• Ensure data is secure at every stage of a workflow involving an
auxiliary device – from the data path along the network to the device
itself. This may involve hiring security specialists and training staff.
• Use all available tools to protect sensitive documents from loss or
theft.
• Always include printers and scanners in standard network security
measures and policies.
• Keep software updated on auxiliary device.
• Consider choosing a device with integrated security software that
only lets authorized files run and alerts users of possible security
threats.282
• If renting equipment from a supplier (e.g. Ricoh), be aware of what
the contract says regarding data breaches originating on the
equipment. Are the breaches indemnified? Who is responsible for
ensuring updated security?
• Consider having printers and scanners disconnected from the
Internet.

279

Eric Savitz, “The Hidden IT Security Threat: Multifunction Printers” (13 February
2013), online: Forbes <http://www.forbes.com/sites/ciocentral/2013/02/07/the hidden-it-security-threat-multifunction-printers/> [perma.cc/S8AW-L7L9].

280

Eric Geier, “Your Printer Could Be a Security Sore Spot” (25 April 2012), online: PC
World
<http://www.pcworld.com/article/254518/your_printer_could_be_a_security_sore_sp
ot.html> [perma.cc/3UAA-E9SF].

281

Savitz, supra note 279.

282

Ibid.

80

ASPER REVIEW

[VOL. XXI

H. Thumb Drives and Hard Drives
Although convenient due to their small size and portability, external
storage devices are more likely to be lost or stolen than laptops and
computers.283 Thus, encryption of USB drives and external hard drives is an
important security measure to implement to prevent data theft.284
Malware can be transmitted to computers via data storage devices;
hence it is good practice to only allow approved devices to be connected to a
firm’s network.285
Old hard drives are a potential security risk, despite the fact that they
may have been wiped. The FBI Computer Forensics Evidence Unit has
shown that it is possible to recover deleted files from a hard drive that has
supposedly been wiped clean.286 For the same reason, broken hardware
should be disposed of properly to ensure that data cannot be retrieved from
the devices. One potential remedy is to physically destroy data storage
devices.287 However, before any destruction of data remember that the Law
Societies have mandated certain record retention requirements.

I. Email Policies
Email policies establish guidelines and minimum requirements
regarding the acceptable use of the law firm’s email. Like physical devices,
email can be managed in a number of different ways. E-mails can be managed
on site using a dedicated server or through a third-party management system.
Firms should be aware of the indemnification provisions regarding third
party email service providers. E-mails contain sensitive information should
283
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be encrypted. The Law Society of British Columbia has a sample email and
Internet use policy that may be of assistance.288
It is important to share a firms e-mail policies with clients. Include
an overview of your email policy and obligations in retainer letters. 289
Another best practice to include in an email policy is to add an option to opt
out of communication via email at the end of the email signature. For
example: “If you do not wish to receive future email correspondence from the sender
please use the reply function above to respond, indicating this preference.”

Email Policies: Phishing Scams

Many cyber-attacks are attempted through phishing schemes, which
are methods used to gain information on a fraudulent basis. Many phishing
schemes are employed through electronic spam. Spam is an unsolicited
electronic message used to make money and can be delivered using a variety
of media, including emails and instant messages. Fraudulent e-mails
designed to obtain sensitive information cost American businesses over $500
million a year.290
Spam can generally be categorized into unsolicited advertisements
or cyber-attacks. Spam advertisements may be offering legitimate services but
often sell knock-off products.291 Spam may also be designed as a cyber-attack
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of which many techniques exist.292 Phishing scams are designed to
fraudulently induce the consumers into divulging information relating to a
legitimate service. For example, spammers may attempt to obtain passwords
from their victims by falsely claiming that the security of their victims account
has been compromised, requiring them to divulge personal information to
the spammers.293 Another spam cyber-attack is the advance fee scam. These
scams usually promise a consumer something too good to be true for a small
fee in advance. For example, spammers may post advertisements offering a
space for rent at an outstanding rate in exchange for a deposit.294 The deposit
is then simply stolen.
As was recently demonstrated, phishing schemes can be arranged
with such detail as to trick lawyers into thinking they are the client. 295 In this
respect, it may be wise to implement a policy requiring that all wire transfers
(over a certain threshold) and change in bank information be confirmed
verbally or in-person by the client.296
The U.S. has a federal anti-spam legislation called the CAN-SPAM
Act enacted in 2003 with criminal penalties that have put some violators in
jail.297 In 2014 Canada’s Anti-Spam Legislation (CASL, formerly bill C-28) came
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into force.298 CASL regulates commercial electronic advertising and provide
a more secure Internet by penalizing cyber-attackers.299 CASL has been used
to grant a warrant to take down a Toronto based server that was the source
of malware threatening computer security.300 Critics claim that CASL may be
too harsh on business marketers who, under the act, require strict consent
to deliver electronic advertisements to consumers.301 Nevertheless, CASL is a
logical step forward to mitigate losses due to cyberthreats in an ever growing
technological era.
Most Internet service providers have an acceptable use policy that
contractually prohibits a user from engaging in the distribution of a large
array of spam.302 Despite the contractual obligations of Internet users and
statutes that impose penalties, spam and phishing scams continue to be a
major problem. Cybercriminals have a plethora of methods to assist in
keeping their identity anonymous on the Internet, which enables easier
distribution of spam.303 Moreover, in 2011, computer science researchers
discovered that a small number of foreign banks facilitate payment to
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spammers.304 Notably, the researchers claim that these small number of
foreign banks may be an effective target to intervene spam schemes. 305
Rather than making criminal sanctions even stronger, it may be
more feasible to target bottlenecks such as the handful of foreign banks that
cybercriminals rely upon to receive payment for their scams. However, given
the availability of decentralized currency such as Bitcoin and others, this
might be a futile attempt.
As noted above, phishing schemes succeed because of human error
in combination with technical limitations in detecting such scams. Indeed,
many phishing schemes target human vulnerabilities such as the need to act
due to urgency, fear or anxiety.306 Psychology researchers have shown that email recipients are more likely to respond to phishing attempts when
scammers invoke emotions relating to failure or express shared interest. 307
We recommend that business owners rigorously train their staff to identify,
avoid and report phishing scams. This in combination with a reliable spam
filter will lessen the risk that a business suffers from a phishing scam.
Understandably, in this age of sophisticated socially engineered scams,
training staff to avoid attacks may be a difficult task. Thus, an emerging
quality that firms may desire in new hires is basic proficiency technology
including the ability to recognize, avoid and report complex phishing scams.
Ultimately, spam and cybercrime are complex issues and will likely
require future legal practitioners and other experts to develop novel
strategies to combat this multi-billion-dollar issue.

J. Internet Use - Personal Browsing
It is perhaps unavoidable in the modern workplace that people will
use the Internet at work for personal use (e.g. checking personal email,
perhaps online shopping). The key is to set realistic limits on personal
304
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Internet use at work. Generally speaking, as with everything else, you need a
policy in place which lays out the expectations for partners and staff. 308

K. Social Media Policies
Social media sites enable wide exposure of content, and therefore,
may pose issues to corporation hoping to keep information private.
Something could be said by an employee or partner about the firm on social
media, which can have damaging consequences for the reputation and image
of the firm, as well as the confidentiality of clients’ information. A strong
social media policy can help mitigate these risks.
The Law Society of British Columbia developed a model policy for
social media and social networking to help guide lawyers in their online
behaviour.309 Social media blurs the lines between personal and professional
lives. The model policy reminds lawyers that they are responsible for their
online activity when using the firm’s email address and when publishing
content from the firm’s equipment.310 The model policy sets clear guidelines
regarding online identity, creating and managing content, leaving comments,
and confidentiality and privacy of clients’ information.311 Similarly, the Law
Society of Ontario drafted an online activity and social media policy. It
applies to online behaviours of lawyers, paralegals, staff and third-party
contractors.312
Some law firms have developed their own online and social media
policy. For example, Jaffe’s social media policy attempts to compel lawyers
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and law firms to use social media effectively and responsibly. 313 The
American Bar Association has also created guidelines for law firms when
drafting a social media policy for their lawyers and staff.314

L. Electronic Records Management
As noted above, in order to mitigate cybersecurity risks and improve
the legal compliance (including admissibility) of electronic records,
document management and document retention policies should be
comprehensive and comply with industry standards. Indeed section 51.6 of
The Manitoba Evidence Act (and similar legislation) expressly allows a party
entering electronic evidence to cite the “standard” it relied upon.
A variety of national and international organizations have issued
“best practices” recommending the imaging of paper-and-ink documents.
One of these organizations is the International Standards Organization.
“Information and Documentation – Records Management – General”, and
ISO/TR 15489-2, “Information and Documentation – Records
Management – Guidelines” are relevant. The CRA315 and Canada Standards
Council 316 have also published invaluable guides on keeping electronic
records. Note that there may be specific standards that certain industry
expects to be followed.
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M. Conclusion
The recommendations presented here along with the general
concepts of risk managements are meant to guide the reader in formulating
their own firm specific cybersecurity management protocol. One must
balance convenience with security when choosing the right strategies while
always keeping professional obligations in mind. Although this task presents
paradoxes at times, it is best to plan ahead in order to avoid irrational
strategies formulated mid-crisis. Some lucky ones will never suffer the
damages caused by a cyberbreach. However, considering the increasing
likelihood of a cyberattack, a very good cybersecurity management plan is
necessary and will enable incremental, calculated failure with a reasonable
recovery time, whereas lack of such a plan may be bound for catastrophic
failure. Although this may be an intimidating thought, readers should feel
encouraged that technology and resources are available to assist in the
creation of a custom cybersecurity management plan that is right for you.

