
 

Introduction 

 

echnological progression in many industries is evolving at an 
exponential rate and will probably continue to do so in the near 
future.2 The growth rate of the IT sector is no exception to this trend.3 

IT enables more efficient data management through the use of 
computational methods. Indeed, technology can streamline mundane 
business protocols and provide convenient business practices for the client 
and the corporation. Paradoxically, new methods to exploit sensitive 
information managed by organizations are being developed as well. Though 
there are a few areas that have been the aim of data threats, the legal industry 
is emerging as a major target of cyber-related data exploitation.  

Technology has created new dilemmas and paradigms for the legal 
profession. The ethical obligation of the lawyer to keep “abreast of 
developments” in new technology in order to maintain a reasonable degree 
of competence can seem to be at odds with the obligation of confidentiality 
in the context of preserving the integrity and privacy of a client’s 
information. Using any information technology to communicate with the 
client and to store their data exposes the legal practice to potential 
cybersecurity risks. On the one hand, lawyers have embraced technology to 
serve the client more efficiently, and on the other hand those technologies 
bring new cybersecurity risks to the duty of maintaining confidentiality and 
privacy of the client’s information.  

Most technology comes with embedded risks to cyber threats that 
lawyers have to assume. There is no perfect solution to cybersecurity issues 
because there is no such thing as perfect technology. By adopting risk 
management techniques and best practices, legal practitioners can avoid 
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certain cybersecurity risks, reduce others, and mitigate losses when a cyber 
breach inevitably does happen. Doing so will make a firm more efficient and 
will help to ensure legal staff comply with their professional obligations. The 
paradoxical nature of cybersecurity makes it difficult to propose a one size 
fits all approach to computer security. Rather, the general concepts and 
strategies discussed here should offer a foundation for readers to build a 
cybersecurity management plan specific for the needs of their own firm.  

It is important to think carefully about a suitable cybersecurity 
management plan. Too often do businesses react instinctively, without 
deliberation, to get the deal done. One must approach the issue of 
cybersecurity in a rational manner, keeping note that it is an issue of human 
vulnerability as much as it is one of technological vulnerability. Critical 
planning is the first step in avoiding the systematic bias of unplanned 
decision making.4 Upper management that is well organized can thoughtfully 
design strategies that will improve the security of technological methods used 
within a firm and also train staff to avoid the psychological tricks played by 
hackers.  

This research first explores current cybersecurity problems that have 
co-evolved along with the development of technology. Various cyber threats 
are categorized with a discussion of why lawyers, in particular, are attractive 
targets to such threats. Next, the costs of cybersecurity breaches for legal 
professionals, both financial and in terms of reputation damage, are 
analysed. Various professional and ethical obligations require lawyers to take 
cybersecurity into account. Moreover, the failure to protect certain types of 
data can result in the breach of various privacy statutes, exposing one to a 
number of remedial penalties. Lastly, a practical guide on how law 
practitioners should deal with cybersecurity issues is presented. A number of 
possible solutions to protect lawyers’ practices and clients’ data and privacy 
are explored including risk management techniques. Overall, this 
manuscript offers specific insight on cybersecurity issues that lawyers face 
within Canada in response to the increasing cybersecurity threats to which 
the legal profession is exposed.5 
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