Preface

S

everal years ago, I came across an American Bar Association guide to
cybersecurity for lawyers. It occurred to me that there should be a
Canadian equivalent. With the help of my student co-authors, we have
attempted to do just that by providing and collating expertise on a wide range
of matters, some background information about the security issues involved,
and information about the legal norms implicated. We do not presume to
offer legal advice as counsel about any particular situation, but rather
compose a reference work that can help both lawyers and citizens better
recognize and manage various cybersecurity issues. The overall perspective
embodied in this book is briefly stated in this preface:
A key aspect to our overall approach is that lawyers consider the
whole range of professional obligations and legal norms bearing on
cybersecurity issues, as opposed to a narrowminded perspective. Client
privacy and security are legally protected and morally compelling, but there
are trade-offs with other norms – for instance, the ethical duty to serve a
client efficiently and effectively. Near-perfect cybersecurity might be achieved
by avoiding the use of emails or text messages to contact a client; however, it
would then be difficult to communicate on a timely and effective basis with
many clients. Furthermore, there may be some added security risks when a
lawyer working at home is able to access their office computer remotely but
prohibiting such access might then interfere with the lawyer’s ability to serve
the client’s needs, especially urgent ones. Security might be enhanced by
limiting information to a few key personnel, but if those personnel quit,
become ill or die, the organization may find that information becomes
inaccessible to itself as well as potential wrongdoers.
Sometimes security norms are in tension with other norms
including those under law society rules requiring retention of client files (for
purposes such as holding lawyers accountable in case of client complaints). 1
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The Supreme Court of Canada has relieved lawyers of another source of tension;
it found that lawyers are constitutionally exempt from duties to make confidential
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The challenge for a lawyer is to recognize all the applicable norms involved
in addressing cybersecurity and use the necessary ingenuity to comply with
all of them to every reasonable extent.
Another dimension of the overall approach recommended in this
volume is to view cybersecurity in the framework of risk management
generally. A sophisticated literature in risk management in many contexts
alerts us to the need to address the following dimensions of a challenge:
Risk assessment: what and where are the actual risks involved?
Without a systematic assessment, a lawyer may overlook some traps, such as
disposing of printers or photocopies that still retain information, or not
recognizing the risks involved with allowing employees to insert and remove
flash drives in their system.
Avoidance: what activities should be avoided altogether? A lawyer
might decide that using unsecured wireless networks (e.g, those at airports)
carries risk that are likely to occur, are serious in the damage they cause, and
that various risk-management measures, such as trying to prevent
interception by encrypting messages, are too costly or ineffective. An analogy
to driving might be to never drive at night in a snowstorm, but that driving
in the daytime during a moderate rain may be tolerable if the car is equipped
with windshield wipers and quality tires.
Prevention: a lawyer who communicates with clients via email
should make sure that the messages are encrypted and sent through secure
networks. A lawyer could invite experts to engage in “ethical hacking:” tests
to determine if there are security weakness in a system, followed by taking
steps to prevent these weaknesses from being exploited by an unauthorized
person. An analogy with driving a car might be to ensure that the car you are
driving is mechanically inspected and fit for the road and contains all the
reasonable affordable accident-avoidance technologies (such as warning
signals when another car is in the driver’s blind spot).
Mitigation: breaches of security can still occur, even with reasonable
prevention efforts. Mitigation efforts include regular monitoring of systems
to try to detect breaches and setting up systems that provide various lines of
defense, so that even if there is a limited breach somewhere, the rest of the
system remains safe. For example, with a properly deployed mitigation
strategy, if a single employee is phished, the hacker might be able to see some
disclosure of client information under laws dealing with money laundering and
financing of terrorism. Canada (attorney General) v Federation of Law Societies of
Canada, 2015 SCC 7
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information that the employee is currently using, but not access the majority
of data held at a workplace.
Risk-sharing: lawyers can consider sharing the risks with companies
that sell dedicated cybersecurity insurance, as well as other kinds of
insurance. Firms providing such insurance might be a useful source of
guidance and feedback in managing risk. Another way to share risk is to
obtain the informed consent of clients for procedures used by the lawyer. A
retainer agreement might, for example, identify what kind of
communications will be used. Such an agreement should be tailored to limit
the lawyer’s liability to security breaches that resulted from the use of
technology not agreed upon or contemplated by the client.
A third dimension of the approach recommended here is that
lawyers should see cybersecurity as a challenge involving all aspects of their
office, including human resources, and not relegate the issues to information
technology (IT) experts. A highly sophisticated IT-based security system may
be catastrophically compromised by an employee who is phished, or who
uses a cell phone to screen-capture sensitive information, or who saves data
on a removable flash drive, or who prints a hardcopy and sneaks it out of the
office.
A fourth dimension of the challenge is to recognize that
cybersecurity is analogous to warfare; it involves a struggle with intelligent
opponents who are constantly looking for new ways to exploit technology
users. There are many paradoxes in warfare. Initial success can lead to
overextended supply lines and a failure to critically evaluate operations to
date so as to obtain even better performances; initial failure can increase the
desperation of the defender, teach critical lessons for the long run, and create
a compact space for operations in which logistics and maneuver is facilitated.
In the cyberworld, an apparent step forward can produce surprising and
negative effects and countermeasures. Making a back-up of data may help to
preserve it against accidental or willful corruption, but every back-up copy is
another thing to be potentially hacked. Using fingerprints or eye scans may
seem more secure than having staff think of passwords and trying to
remember them, but what if a malfeasor makes a copy of someone’s
fingerprint or retinal image? You can change a password more easily than
your fingerprint or retina. A good way to keep on top of security risks is to
engage in “war games;” invite an expert “ethical hacker” to have a go at
uncovering the vulnerabilities in your system.
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We recognize how quickly the law and technology develops in the
area of cybersecurity. We hope that this book can be steadily updated and
hope that other members of the legal community can help us do so. We have
made this book open access and as such, we invite our readers to send us
comments or even articles in specific areas so we can try to update this book
from time to time (as well as fixing any errors or omissions).

